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SUMMARY

This research looked at data retention — state schemes requiring
telecommunications companies to record details of everyone’s calls,
text messages and movements for several years, and to make that
information available to police without any warrant. It concluded
that these schemes amounted to a form of mass surveillance which
breached European legal standards for privacy and data protection.

Beginning in 2005, Dr Mcintyre put together the first
comprehensive analysis of how data retention schemes had
developed in Ireland and how they affected the fundamental rights
of citizens. In 2006 he extended this research to the EU level in
response to a new EU law — the Data Retention Directive — which
required all EU states to adopt similar data retention schemes.

He found both Irish law and the Directive — by providing for
indiscriminate surveillance of the entire population, with no judicial
controls on access to this information — were in breach of the rights
to privacy and data protection under the European Convention on
Human Rights and the EU Charter of Fundamental Rights.

Based on this research, in August 2006 Digital Rights Ireland filed
an action in the Irish High Court challenging data retention under
both Irish law and the Data Retention Directive. This ultimately led
to a judgment of the European Court of Justice in April 2014 striking
down the Directive as a “wide-ranging and particularly serious
interference” with the rights to privacy and data protection.
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“Digital Rights Ireland is a landmark decision
in the CJEU fundamental rights
jurisprudence. Peers have equated the
judgment in importance with the US classics
Brown (on the desegregation of schools) and
Miranda (on criminal suspects’ rights) ... [it]
also seems to be a turning point where the
Luxembourg court takes the lead in
protecting European human rights”
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Impact of Judgment
The academic literature has consistently described the
judgment as of profound significance:
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“Digital Rights Ireland is a landmark decision in the CJEU
fundamental rights jurisprudence. Peers has equated the
judgment in importance with the US classics Brown (on the
desegregation of schools) and Miranda (on criminal
suspects’ rights). The case also seems to be a turning point
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Prominent privacy advocates have taken the same view:

“The European Court of Justice’s verdict on the incompatibly
of the Data Retention Directive with the EU Charter of
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advocate, quoted in James Fontanella-Khan, “European Court
of Justice Rules EU Data Collection Laws lllegal,” Financial
Times, 8 April 2014: ft.com/content/752ec05c-bf0e- 11e3-
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The judgment has influenced numerous significant
judgments at the national and international level. In
particular it has been cited in the most significant recent
European cases on state surveillance:
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By the Grand Chamber of the European Court of Human
Rights in its judgment of 4 December 2015, Zakharov v.
Russia, application no. 47143/06; and
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The judgment has led directly to reform of Irish law in this
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