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1 Introduction

As the controller of employees’ personal data, UCD HR has created this privacy statement, in
compliance with the General Data Protection Regulation (GDPR), to demonstrate our firm
commitment to privacy and transparency, and to inform employees about the information we
collect and process in connection with your employment. UCD’s data processing is generally
undertaken in fulfilment of its statutory functions, legal obligations and objects under the
Universities Act 1997 (as amended) (the “Universities Act”) for human resource and pension
administration purposes in connection with your contract of employment with UCD. If you have any
gueries about this statement, please contact UCD HR at hrhelpdesk@ucd.ie.

This statement sets out an explanation of what information about you we process, why we
process your information, with whom your information is shared and a description of your rights
with respect to your information.

2 What information do we process?

As your employer, we need to retain and process certain information about you for normal
employment and HR management purposes as necessary in connection with your contract of
employment. UCD HR is required to do this in order to comply with our legal obligations and,
where necessary, to protect our legitimate business under employment law and as necessary in
fulfilment of UCD’s statutory functions and objects under the Universities Acts. UCD HR will collect
and process information from you during the recruitment process, for the period of your
employment relationship with UCD and following the termination of the employment relationship.

Personal data is normally obtained directly from you. In certain circumstances, it will, however, be
necessary to obtain data from (internal) third parties, e.g. your line manager, or from external third
parties, e.g. references from previous employers, tax data from the Revenue Commissioners etc.
Where relevant to the nature of the work, the organisation may make an application to the Garda
Vetting Bureau for Garda clearance of an employee, in accordance with the National Vetting
Bureau (Children and Vulnerable Persons) Act 2012 to 2016.

The categories of personal data we process and the legal bases for doing so are set outin more
detail in the appendix to this statement.

UCD HR also needs to retain and process certain information about you as part of the Resourcing
process, a HR Privacy Statement in respect of applicants can be found here.


https://www.ucd.ie/hr/a-z/gdpr/

3 How do we use your information?

The information that UCD HR holds and processes will be used for human resource management,
administrative and pension purposes and for purposes necessary for and connected with the
performance of UCD’s statutory objects and functions under the Universities Acts and related
legislation. UCD HR will retain it and use it to enable the organisation to effectively manage the
employment relationship with you, lawfully and appropriately, and to protect employees’ rights and
interests. The information received from you will enable UCD HR to manage the employment
contract, comply with legal obligations, perform UCD’s statutory functions and objects under the
Universities Act to legally defend and establish UCD in the event of legal proceedings involving the
University.

The uses made of each category of your personal data, together with the legal bases relied upon
for those uses are set out in more detail in the appendix to this statement.

Where there is a heed to process your data for a purpose other than those set out in the appendix or
otherwise outlined to you, UCD HR will inform you of this.

4  Special categories of data

UCD processes Special Categories of Data (“SCD”) relating to employees in limited
circumstances, typically related to the ordinary course of personnel administration which is in
accordance with Data Protection Law, including to perform UCD’s rights and obligations under
employment and social security law Such processing of SCD is permitted where it is necessary for
the purposes of providing or obtaining legal advice or for the purposes of, or in connection with,
legal claims, prospective legal claims, legal proceedings or prospective legal proceedings, or is
otherwise necessary for the purposes of establishing, exercising or defending legal rights, for
reasons of substantial public interests, where it is necessary and proportionate for the performance
of a function conferred by or under an enactment, and in relation to the management of medical
risk and medical claims. In addition, UCD will process SCD where necessary for the purposes of
assessing employees’ working capacity and for thepurposes of occupational and preventative
medicine and ill health retirements. This may involve UCD, in certain circumstances disclosing
certain SCD to occupational healthcare providers.

5 How is your information shared?

Your information may be disclosed to third parties where UCD HR are legally obliged to do so (for
example based on a lawful request from An Gardai or the Revenue Commissioners) and/or for
legitimate reasons connected with your employment. For example, UCD HR may pass on certain
information to external providers in respect of Income Protection and Pension matters. From time to
time we will also disclose your personal data to our Service providers (such as communications
providers, payroll, security services, catering services and professional advisors (such as lawyers,
tax advisors and accountants).

More detailed information on how your personal data may be shared is set out in the appendix.



6 Will your information be transferred abroad?

We may send limited information abroad, e.g. to Externs on a Board of Assessors who are based
abroad beyond the EEA, UCD Institutions based abroad (e.g. BDIC), Employees on sabbatical
abroad, or Faculty Promotion board members who are based abroad beyond the EEA. Such
transfers will occur in accordance with applicable Data Protection law(s). We will take reasonable
steps to ensure that your data is treated securely by UCD and its service providers (typically
through the use of EU-approved Model Contractual Clauses) and in accordance with the UCD
Privacy Policy when transferred outside the EEA.

7 How long do we keep your information?

Any personal data processed about you is retained only for as long as it is deemed necessary for
the purposes for which the data are processed. For further information regarding retention periods,
please refer to our Data Retention Policy.

8 What happens if you do not provide us with your
information?

In some cases, where UCD is not already in possession of the relevant data, you may decline to
provide UCD HR with additional/revised personal data. However, if it is believed that the relevant
information is required to effectively and properly manage the employment relationship, UCD HR
may not be able to continue the employment relationship with you if you decline to provide us with
the relevant personal data. You will be notified of the requirement to provide this data in such
circumstances.

9 What happens if there is a security or data breach?

We have technical and organisational measures in place to protect your personal data from
unlawful or unauthorised destruction, loss, change, disclosure, acquisition or access. We
have a range of security measures in place to protect your personal data including, as
appropriate, physical measures such as locked filing cabinets, IT measures such as
encryption, and restricted access through approvals and passwords. For more information on
security measures see the UCD Security Policy.

The GDPR obliges data controllers to notify the Data Protection Commission and affected
data subjects in the case of certain types of personal data security breaches. We will manage
a data breach in accordance with our personal data security breach procedure and Data
Protection Law. For further information on identifying and reporting a data breach please refer
to quick-links in the University's GDPR Website UCD GDPR. If you become aware of or
suspect that a data breach has taken place you are required to immediately notify the UCD
Data Protection Officer (DPO) at gdpr@ucd.ie


http://www.ucd.ie/privacy/
http://www.ucd.ie/privacy/
https://www.ucd.ie/hr/a-z/gdpr/
https://www.ucd.ie/gdpr/
mailto:gdpr@ucd.ie

10 Will you be subject to profiling or fully automated
decision making?

No, you will not be subject to fully automated decision making or profiling.

11 What are your rights under data protection law?

You have the following rights under data protection law, although your ability to exercise
these rights may be subject to certain conditions and exceptions in accordance with Data

Protection Law:

Right Explanation
)Access and The right to receive a copy of and/or access the personal data that UCD HR
Information hold about you, together with other information about the processing of that
personal data.
Portability You can request and receive a copy of this data, in electronic/transferable
format, at any time.
Erasure The right, in certain circumstances, to request that your personal data be

erased. The retention periods in relation to personal data are outlined in the UCD
HR Data Retention Policy.

Rectification

The right to request that any inaccurate data that is held about you is
corrected, or if UCD HR have incomplete information you may request that this
information be updated to ensure that it is complete.

Object to
processing

The right, in certain circumstances, to request that your personal data is no
longer processed for purposes, or object to the use of your personal data or the
way in which UCD HR process it.

Restriction of
processing
concerning the
data subject

You can request the restriction of processing where:

0] You contest the accuracy of the personal data.
(ii) You oppose the erasure of the personal data and request restriction
instead.

(i) UCD no longer needs the data but are required by you for the
establishment, exercise or defence of legal claims.

The right to
complain to the
Data Protection
Commissioner

You have the right to make a complaint in respect of our compliance with Data
Protection Law to the Irish Data Protection Commission

Please note that these rights are available subject to certain criteria and exceptions in accordance
with data protection law. If you have any queries regarding the above, please contact UCD HR at
hrhelpdesk@ucd.ie.



mailto:hrhelpdesk@ucd.ie
https://www.ucd.ie/hr/a-z/gdpr/
https://www.dataprotection.ie/en/individuals

12 Further information

If you have any queries in relation to this privacy statement, or if you have any concerns as to how
your data is processed, please contact UCD HR at hrhelpdesk@ucd.ie. While you may make a
complaint in respect of our compliance with Data Protection Law to the Irish Data Protection
Commission, we request that you contact UCD HR in the first instance to give us the opportunity
to address any concerns that you may have. UCD HR will consult with the University’s DPO
regarding your concerns.

13 Review

This HR Privacy Statement will be reviewed from time to time to consider any changes in the law
and UCD’s data protection practices. Employees are required to regularly review this policy for
changes and to make themselves aware of same.


mailto:hrhelpdesk@ucd.ie
https://www.dataprotection.ie/en/individuals
https://www.dataprotection.ie/en/individuals

14 Appendix

Category of data

Elements of data

Purpose for

Legal basis for

Categories of

vitae, work and
educational history,
referee names, interview
notes and related
documentation

effective recruitment
process performance of
UCD’s statutory objects
and functions under the
Universities Act. .

If an applicant does
not provide the data
UCD may be unable to
consider their
application for
employment.

processing and uses processing the data recipients
of the data
General Data - The personal data The data is collected in The processing is The strictly
Recruitment related collected as part of the order to complete the necessary to enter into a necessary
data recruitment process. recruitment process and contract with the information may be
includes contact details, assess candidate employee and for UCD shared with
date of birth, curriculum suitability for the role. HR’s in managing an Government

Departments &
Agencies, the Garda
Vetting Bureau
where required.HSE
& Hospitals where
joint appointment
take place and other
extemal agencies who
provide services to
UCD HRe.g. HR
advisors, Legal
advisors, Pension
advisors, Board of
Assessors, Overseas
Externs, Referees,
Occupational Health
Partner(s).




General Data —
Personnel File

The relevant personal
data contained in the
personnel file may include
contracts of employment
and HR records including
contact details, PPS
number, payment details,
bank account details,
working hours, annual
leave, disciplinary
sanctions, performance
improvement plans, public
holiday records,
emergency contact
details, family details for
benefits entitlement,
processes applied under
various UCD Policies and
all other relevant
documents necessary in
fulfilment of UCD’s
statutory functions, legal
obligations and objects
under the Universities Act
1997 (as amended).

This data is processed to
comply with employment,
pensions and social
protection laws, to ensure
that terms and conditions
of employment are
properly adhered to and
managed and to defend
and prepare for legal
cases.

The processing is
necessary to comply with
various employment and
social protection laws. The
processing is also
necessary for the
performance of the
employment contract and
in the legitimate business
interests of the University.

Emergency contact and/or
Next of Kin details are
collected from employees
to protect employees’ vital
interests in the event of an
accident or emergency.
This processing is
necessary for the
performance of UCD’s
statutory functions in the
public interest.

If the individual does not
supply the requested data,
UCD may be unable to

continue their employment.

The information may
be shared with
Government
Departments &
Agencies and other
external agencies
who provide
services to UCD
HR, e.g. HR
advisors, Legal
advisors, Pension
Advisors,
Occupational Health
Partner(s).

Electronic personal
data for each staff
member is
processed on the
University’s
electronic HR
database, Core HR,
and its approved
sub-processors.
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General Data -
Promotions Detail

The personal data held
as part of the
promotions process.
Includes application
details provided by
candidates, external
assessor reports, Faculty
Promotions meeting
notes, outcomes,
feedback letters,
feedback meeting notes,
letters from the President
and new salary details.

The data is held in order
to complete the faculty
relevant promotions
process and assess
candidate suitability for
the promotion.

The process is necessary
for UCD HR to support an
effective promotions
process performance of
UCD'’s statutory functions
and objections under the
Universities Act.

If an applicant does not
provide the data UCD may
be unable to consider their
application for promotion.

Internal Access:
Applications are
made available to the
Faculty-relevant
Promotions
Committee and the
President.

External Access:
External assessors
nominated by both
candidate and
commentator as part
of the promotions
process.

The information may
also be shared with
Government
Departments &
Agencies and other
external agencies
who provide services
to UCD HR, e.g. HR
advisors, Legal
advisors, Pension
Advisors,
Occupational Health
Partner(s).




11

General Data -
Pension Details

The relevant personal
data contained in the
personnel file may
include contracts of
employment and HR
records including contact
details, PPS number,
payment details, bank
account details, working
hours, annual leave and
public holiday records,
emergency contact
details, family details for
benefits entitlement etc.
This may include special
categories of personal
data.

This data is processed to
properly administer the
employee’s pension
entittement and to comply
with pension rules.

The processing is
necessary to comply with
pension laws and for the
performance of the pension
contract with the employee.
The processing is also
necessary for the
performance of the
employment contract.
Processing of special
categories of personal data
is carried out for pension
purposes in line with the
Data Protection Acts.

The consequences for the
individual of not providing
the data is that UCD HR
may be unable to
administer their pension.

The information may
be shared with
Government
Departments &
Agencies e.g.
Department of
Public Expenditure
& Reform and other
external agencies
who provide
services to UCD
HR, e.g. HR
advisors, Legal
advisors, Pension
Advisors,
Occupational Health
Partner(s).



https://singlepensionscheme.gov.ie/wp-content/uploads/2019/07/Single_Scheme_Databank_Privacy_Notice.pdf
https://singlepensionscheme.gov.ie/wp-content/uploads/2019/07/Single_Scheme_Databank_Privacy_Notice.pdf
https://singlepensionscheme.gov.ie/wp-content/uploads/2019/07/Single_Scheme_Databank_Privacy_Notice.pdf
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General Data —
Grievance,
Disciplinary,
Performance
Improvement Plans,
Research Integrity
Investigations and/or
Dignity and Respect
Investigations

All information gathered
during these processes
shall be processed.

The data is used to
ensure employee
complaints are fairly and
properly investigated in
accordance with natural
justice and relevant
University policies and to
enable UCD to fulfil its
statutory functions, meet
its legal obligations and
achieve its objects under
the Universities Act 1997
(as amended).

The processing is
necessary to apply fair
procedures to any
employee investigation, for
the performance of the
employment contract, to
achieve the legitimate
interests of UCD and to
meet UCD'’s legal

obligations as an employer.

The information
may be shared
with Government
Departments &
Agencies and
other external
agencies who
provide services to
UCD HR, e.g.

The Labour
Court,
Independent
investigators,
HR advisors, Legal
advisors, Pension
Advisors,
Occupational
Health Partner(s).
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General Data -
Performance for
Growth (P4G) related
data.

The personal data
collected as part of the
P4G process includes
name, personnel number,
grade/level, job title, job
family indicator, length of
current role.

The P4G review form
records achievements,
challenges, Reviewer
comments, objectives and
the Reviewee’s
development plan.

The data is collected in
order to enable
employees to engage in
and complete the P4G
process.

The processing is
necessary to enable UCD
to implement the P4G
process.

The information is
visible only to the
Reviewee,
Reviewer
(normally the
direct Line
Manager),
Alternate
Reviewer (if
applicable) and
the next level
manager of the
Reviewee’s
immediate line
manager.
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General Data —
Development
Workspace

The personal data
collected within the
Development Workspace
includes name, personnel
number, photograph
(optional), School/Unit,
College, job title, scale,
email address,
gualifications, P4G
Reviews, career
contributions.

For Faculty only, the
Development Workspace
also records tenure,
publications, Scopus
information, research
proposals, research grants
& budgets managed,
teaching profile, graduate
research students, awards,
prizes & other
achievements,
associations, promotion
applications and previous
promotions.

The data is a collation of
data from other sources
collected in order to assist
employees in recording
and managing their
career development and
achievements.

The processing is
necessary for UCD HR to
support employees in their
career development
including promotion
applications.

The information is
visible to the
employee and
HR.

For the purpose of
P4G, when a
Reviewee ‘shares’
their P4G record,
this will also give
their Reviewer
access to see the
Development
Workspace until
the review is
marked as
completed (this
does not give
access to any
Faculty Promotion
Application
currently being
drafted)

Reviewees have
the option to
select to “Opt-
out”, of sharing
their Development
Workspace.
Where a Faculty
member exercises
that option, they
should arrange to
furnish their
Reviewer with
similar relevant
information to
inform their P4G
conversation.
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General Data -
Training & Professional
Development
Programmes

The personal data held as
part of the administration of
UCD HR’s training and
professional development
programmes includes
name, personnel number,
grade/level, job title,
College or Unit, School,
UCD email address, record
of training events
completed, training event
requested but not
attended, dietary
requirements, access
requirements.

Data includes participant
comments/suggestions as
part of programme
evaluation where
participant chooses to
include their name which is
not obligatory.

The data is collected in
order to properly
administer training and
professional development
programmes.

The processing is
necessary to enable UCD
HR to administer its
training and professional
development programmes.

The information
may be shared
with providers of
training and
professional
development
services both
internal to UCD
and external
agencies including
LinkedIn Learning

Dietary and
access
information may
be shared with
catering and
venue providers.



https://www.ucd.ie/peopledevelopment/ourservices/linkedinlearning/
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Health and Wellbeing
Data

Special Category
Medical information,
Wellbeing Personal
Data, and Commuting
Incentives Personal
Data

Medical data which may
be processed by UCD in
the course of
employment. This may
include sick certificates,
sick leave records, sick
pay records, occupational
health assessments etc.

Employee wellbeing
personal data is
information which
employees share to:

e participate in
Healthy UCD,
Sports and
Fitness Classes,

e to use the
Employee
Assistance
Service (EAS)
including the EAS
App, and the
counselling/life
coaching support
services.

e to access
subsided transport
options including
Bike to Work and
the UCD Travel
Pass Scheme.

The purpose that this data
is used for is to manage
employee absences, to
manage sick pay in
accordance with the
contract of employment,
to allow the company to
assess the fitness to work
of relevant employees
and to assess qualification
for payments under the
Critical lliness Protocol
and Temporary
Rehabilitation
Remuneration (TRR) as
permitted by data
protection law.

Employee wellbeing
personal data is
processed to provide
physical, mental, and
emotional health supports
to UCD employees.

Commuting incentives,
personal data is
processed to provide
employees with lower
cost travel and
commuting supports.

The processing is
necessary to assess,
subject to appropriate
safeguards, the working
capacity of the employee
and to carry out
obligations and exercise
rights under employment
law and to achieve the
legitimate business
interests of UCD and to
meet UCD’s legal
obligations as an
employer.

Employee well being
personal data is
processed for legal
obligations to support
health and safety, and
with reference to the
‘consent’ of the
employee to accessing
wellbeing supports.

Commuting incentives
personal data is only
processed at the
consent of the employee
who chooses to avail of
a particular scheme.

The information may
be shared in limited
circumstances with
Government
Departments &
Agencies and other
external agencies
who provide services
to UCD HR, e.g. HR
advisors, Legal
advisors, Pension
advisors,
Occupational Health
Partner(s).

Employee wellbeing
personal data is
shared by employees
for data processing
by the Spectrum
Health EAS Service
Provider and
authorised sub-
processors.

Commuting
incentives personal
data is shared for
data processing by
Travel Hub and
authorised sub-
processors.




17

General Data -
Termination of
employment

The following termination
related information may
be processed, e.g.
resignation letters, exit
interviews, reference
letters etc.

This data is used to

manage the termination

of the employment
relationship properly

The processing is
necessary to comply with
the employment contract
and in accordance with
UCD'’s legal obligations to
properly manage the
termination of the
employment relationship in
line with company policies.

The information may
be shared with
Government
Departments &
Agencies and other
external agencies
who provide services
to UCD HR, e.g.
Independent
investigators, HR
advisors, Legal
advisors, Pension
Advisors,
Occupational Health
Partner(s).
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General Data:
Equality Diversity and
Inclusion Data (EDI)

Data collated includes:
e Gender
(including
Gender Identity)
Family Status
Date of Birth
Nationality
Civil Status
Sexual
Orientation
Age
¢ Disability
e Religion or
Belief
e Ethnic Origin
e Socioeconomic
Status

EDI personal data is
used to support the
University’s strategic
goal of promoting EDI for
the University
Community in order to
remove barriers to
equality, celebrating
diversity and promoting
inclusion, and prevent
discrimination.

Additionally, gender
related personal data is
analysed to support the
University’s participation
in the Athena Swan
Charter to transform
gender equality at UCD.

The processing is
necessary to comply with
legal obligations to support
EDI including: The
Employment Equality Acts
1998-2015, The lIrish
Human Rights and Equality
Commission, The Disability
Act 2005, and The
Disability (Miscellaneous
Provisions) Bill 2016, and
Gender Pay Gap
Information Bill 2019. Data
is also required to be
provided to the HEA.

EDI information is only
analysed at the aggregate
level for statistical
purposes, and is never
linked to an individual,
unless it specifically
provided to investigate a
case under the University
Policy on Dignity and
Respect, other formal
investigative processes.

Collected EDI Personal
data is only ever
shared at the
aggregate level for
statisical analysis, and
processed on the
University’s Core HR,
Electronic HR
database. Access to
this data is strictly
limited to specific
members of the EDI
Team who requrire
access for data
analytics purposes
only.

EDI personal data
related to formal
investigations may be
shared — if legallly
required — with
Government
Departments &
IAgencies, including The
Irish Human Rights and
Equality Commission
(IHREC), and other
external agencies who
provide services to
UCD HR,
Independent
investigators, HR
advisors, Legal
advisors, Pension
IAdvisors, Occupational
Health Partner(s).
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Email and internet
usage and
communications data

This may include emails
stored in an employee’s
email inbox and data relating
to an employee’s browsing
history and IT usage.

It also includes personal
data processed for emails
through the Targeted
Communications System for
Staff, and to communicate
events on the University
Event's Calendar

The purpose for which the
data may be used is, for
example, to protect
against the dangers
associated with e-mail
and internet use and to
ensure employees are
using such systems in
accordance with UCD
policies.

The processing is
necessary in connection
with UCD'’s statutory
functions and objects
under the Universities Acts
to ensure the security of e-
mail and internet and
oversee appropriate use of
UCD IT systems.

The information may
be shared with
Government
Departments &
Agencies and other
external agencies
who provide
services to UCD HR,
e.g. HR advisors,
Legal advisors,
Pension advisors,
Occupational Health
Partner(s).

It also includes
personal data
shared with Trumba
for data processing
services to enable
the UCD Events
Calendar.
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